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Supporting families in fostering resilience
against (Covid-19-related) conspiracy
narratives
Key outcomes
The RAN multi-meeting of the FC&S Working Group (with input from the RAN C&N and Y&E Working Groups)
addressed the topic of support for families to build resilience against conspiracy narratives. The meeting served as
an opportunity to explore 1) how media literacy can help to build resilience against conspiracy narratives among
young people and adults and 2) how practitioners as well as family members can be supported in order to deal with
individuals who are vulnerable to or already believe in conspiracy narratives. The meeting gathered 25 practitioners,
including social, family and youth workers, as well as practitioners involved in media literacy initiatives. Some of
the main recommendations are listed below.
•

When developing a media literacy initiative, make sure to carefully consider the target audience (i.e.
young people or adults) and use low threshold approaches and trustful messengers.

•

When dealing with individuals believing conspiracy narratives, social workers should:
o Constantly reflect on their own prejudices.
o Judge on attitudes, not on persons.
o Try to identify the need the conspiracy narrative has been fulfilling for the individual and offer an
alternative way of feeling empowered or useful.
o Ensure mutual communication and support by involving family members and by encouraging them
to share solutions and ideas.
o Create an alternative peer group to offer an alternative group instead of the radical structures.

•

Guiding questions for families who want to engage with a family member who believes in a conspiracy
narrative are:
o Perceive: What is behind your relative’s statements?
o Analyse: Why are they bringing up a specific issue right now?
o Interact: How do you feel about this situation?
o Act: What could help both of you?
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This paper presents the meeting highlights and inspiring practices in the EU. It also outlines the recommendations
for first-line practitioners and (local) authorities. The annex includes a practical document for people who are looking
for guidance on what to do when a family member or close friend believes in a conspiracy.

Highlights of the meeting
Conspiracy narratives and their impact
Conspiracy narratives have the following characteristics:
•
•

•

They create an enemy. For example politics are presented as the absolute evil. As such, individuals can
position themselves as the absolute good and shield themselves against criticism.
Demarcation does not only take place vis-à-vis other groups and individuals, but also within the
conspiracy believers’ groups themselves. If people have other opinions, they are often kicked out of the
in-group.
It is easier to legitimise violence if you are fighting against the bad.

The challenge with debunking conspiracy narratives is that they are inherent to social motives, such as the need
for control, security and understanding. As the world becomes much easier to understand through conspiracy
narratives, these social motives are difficult to be tackled with facts. An additional challenge of Covid-related
conspiracy narratives is that it has become much easier to be part of a resistance group. It’s as simple as refusing
to wear a face mask in public, for example.
As regards the consequences of people believing in conspiracy narratives, these vary. However, a number of
examples were discussed during the meeting. For instance, some people feel ashamed that a loved one believes in
conspiracies. There have also been examples of violence-related consequences, such violence at hospitals, vaccine
centres, research institutes as well as harassment against journalists. The shooting of a petrol station attendant in
Germany, for example, was linked to a Covid-related conspiracy.
What’s worth noting about these conspiracy narratives is that they act as a glue that binds together different groups
from within the far-right and the far-left camps.

Media literacy to build resilience against conspiracy narratives
Covid-related conspiracy narratives and disinformation online affect families in multiple ways, creating vulnerabilities
across age groups and social backgrounds. While the data on the spread of conspiracy narratives among those
under age 18 is scarce, efforts to build media literacy skills have been mainly targeted at children and young people.
For them, innovative approaches have been developed and applied in recent years. For example, a unique method
is to use games to teach young people about fake news, disinformation and conspiracy narratives. Furthermore,
involving young peer-to-peer educators as a voice that can be trusted is important. Peer trainers can relate to the
reasons certain emotions and beliefs are without judgement or rejection of worldviews and emotions. Teachers are
not always seen as credible sources among youth, yet they can and should be engaged in supporting peer trainers
by continuing the conversation in the classroom and ensuring sustainability (for concrete examples, see below:
‘Inspiring Practices’). For young people media literacy programmes would ideally start at age 14, but younger
children are also engaging with current world topics and events and could potentially benefit from resilience-building
initiatives.
Adult media literacy and vulnerabilities towards conspiracies and disinformation is another area that deserves
attention. Practitioners, such as social and family workers, have seen an increased demand for support from young
people and children whose parents or other (adult) family members believe in conspiracy narratives. Few educational
programmes offer media literacy trainings to adult audiences, although a large number of them are moving online.
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In the private sector, including potential employers, teaching media literacy during regular working hours and at
their premises can be a helpful way to reach adults.
Media literacy skill trainings would ideally address a number of interrelated topics such as digital citizenship, hate
speech, disinformation and conspiracy myths and would combine knowledge transfer with practical competencies
(including emotional intelligence) and tips. Civil society actors are key in advancing such efforts, but media literacy
education should be sustainable and long-term effort that requires support from schools, local governments and
employers.

A first step towards a support tool for family members
Social workers, family support services and families themselves are increasingly grappling with the question as to
how to effectively communicate about conspiracy narratives without disturbing the relationship. Even experienced
social workers struggle with talking to their own family members about these issues. This section and the annex
outlines the outcomes of a brainstorm session among the participants on how to support families (and social workers
themselves), which could form a basis for the further development of a support tool.
The practical experiences discussed during the meeting show that communication around conspiracy beliefs should
be based upon an understanding about what is behind the statements or beliefs. It should also analyse what matters
to the person, what are their needs, fears and worries, and what changed their situation and behaviour. The five
pillars of individual identity used in the counselling approach of bOJA (Austrian Extremism Advice Center) can help
unveil why the individual is coming up with their issues right now, under the surface of the conspiracy belief. These
are based on integrative psychology and help practitioners to support an individual on all basic aspects in his/her
life: the body/psyche, the social network, performance or school, security and values/ideology. It is important to
avoid counter-arguing with facts and data, applying pressure and moralising (in terms of good or bad), but instead
validate the realness of what the individual feels. The goal should be to stay in the relationship, look for similarities,
not differences, while also constantly reflecting critically on one’s own views, prejudices and emotions. It is important
to also take a clear stand towards derogatory statements. More information can be found in the annex of this paper.
Several ideas discussed during the meeting on what a possible support tool for families should contain and what it
could look like, include:

Target audience
•

The primary target group of the tool should be families who are looking for guidance to deal with conspiracy
narratives. However, practitioners (social workers and family support centres) will also benefit from it and
could disseminate it among their clients.

Key themes
•
•

Background information on disinformation as a stepping stone for conspiracies as well as how to recognise
it and guidance to sources about media literacy.
General information on conspiracy narratives and their different variations (not limited to Covid-19), but
without categorisations, rather focus on a more basic ‘inoculation’ against different types of false or
manipulative narratives.
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•

•
•

A list with indicators that could help family members to decide if, when and how to intervene. Here are
several questions to help guide one’s self-reflection:
o How closed is the individual’s worldview? Are the persons’ worldviews problematic? If so, how can
we determine this?
o To what extent do their beliefs affect family life?
o How can we find out where the individual receives his/her information?
o Does the individual legitimise violence?
o At what point is external support required? Where can the individual find help?
Tips to sharpen emotional self-management.
Tools to foster family conversations on tough and complex topics.

Possible formats
•
•
•
•

Accessible, attractive and innovative formats.
Card games with a set of different questions and/or themes to prompt dialogue, build empathy, deal with
own emotions, and foster self-reflection.
Informative flowcharts.
Information and specific examples about how to have a difficult conversation (short case studies).

Inspiring practices
•

•

•

•

Under Pressure is a programme using a method designed to strengthen media literacy skills amongst young
news consumers. They use a very low threshold combination of peer education (young people as credible
voices) and a Serious Game to kickstart a conversation about digital citizenship, online manipulation, fake
news, conspiracies and important democratic values.
Up to now, there have hardly been any offerings directed at the adult population to help people acquire skills
to recognise these digital threats and to protect themselves and others from them. The Business Council for
Democracy (#BC4D) tests and develops services that teach people in a professional context to recognise
digital threats and to protect themselves and others from them.
The counselling approach of BoJa (N. Petzold, developed in cooperation with the Federal Agency for Sectarian
Issues) includes five pillars of identity, including classical needs in adolescence: the body/psyche, the social
network, performance/school, perspectives/security and values/ideologies.
The EUROGUIDE Project is an EU-funded project that was developed to support frontline practitioners in
dealing with radicalisation and polarisation in the classroom. The project produced an e-handbook and
learning material in six different EU languages, based on situations in different countries to empower
frontline practitioners in difficult situations.

Recommendations
The main recommendations mentioned earlier in this paper are summarised below.

For practitioners who deal with individuals who believe conspiracy narratives
•
•
•
•
•
•
•
•

Constantly reflect on your own personal views, stereotypes and prejudices.
Judge attitudes, not the individual.
Provide a safe space for discussions.
Clearly express your own position.
Offer alternative ways of being empowered, feeling useful.
Ensure mutual communication and support by involving other family members and by encouraging them
to share solutions and ideas.
Provide individuals with emotional support and create alternative peer groups to offer an alternative group
instead of the radical affective structures.
Include a broad spectrum of professionals if necessary, and on a case-by-case basis.
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Insights for (local) authorities
•
•

Ensure sustainable training for teachers and practitioners on how to deal with conspiracies.
Ensure sustainable and systematic integration of media literacy skill learning in the regular school
curriculum, as this will reach more young people compared to online campaigns or incidental initiatives. In
addition, credible voices (NGOs, educators, employers) may support the enhancement of media literacy
skills among different target groups (younger people and adults).

Follow up
Whereas this meeting has formed a first basis on how to support families (see annex), a possible follow-up could
address the further development of a support tool for families. Practitioners during this meeting expressed their
willingness to further brainstorm about a creative tool that could be downloaded online and disseminated among
social services. Another future theme that was mentioned was how several other topics (such as climate change)
are or will be further exploited by conspiracy theorists.

Further reading
•
•
•
•
•
•
•
•

RAN Webinar ‘Conspiracy myths and violent extremism’
RAN Paper Conspiracy theories and right-wing extremism – Insights and recommendations for P/CVE,
2021
RAN Handbook Short Handbook conclusions paper COVID-19 Narratives that Polarise
RAN C&N Conclusion Paper RAN C&N Digital Grooming Tactics on Video Gaming & Video Gaming
Adjacent Platforms: Threats and Opportunities, online meeting 15-16 March 2021
RAN C&N The Impact of Conspiracy Narratives on Violent RWE and LWE Narratives, online meeting,
24-25 November 2020
RAN C&N Conclusion Paper RAN small-scale expert meeting Conclusion Harmful conspiracy myths
and effective P/CVE countermeasures, online meeting 28 September 2020
Institute for Strategic Dialogue. (2020). Covid-19 disinformation briefing No. 2. Far-right mobilisation.
Institute for Strategic Dialogue. https://www.isdglobal.org/wp-content/uploads/2020/04/CovidBriefing-2.pdf
Lewandowsky, S., & Cook, J. (2020). The conspiracy theory handbook. Center for Climate Change
Communication,
George
Mason
University. https://www.climatechangecommunication.org/wpcontent/uploads/2020/03/ConspiracyTheoryHandbook.pdf
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Further information about media literacy
•

Key questions to ask when analyzing media messages, National Association for Media Literacy

•
•
•

A Handbook for Journalism Education and Training, UNESCO
How to Spot Fake News, FactCheck
Guide for teachers – developing critical thinking and fostering tolerance, Safenet.bg

Education (NAMLE)
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