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Data abuse

Smart City

Unauthorized

Vehicle Passenger Monitoring
(acoustic, optical)

Vehicle Updates

Sensors
Impairment of vehicle readiness
through manipulation of sensors

USB

Exploitation of vulnerabilities
in the infotainment system

Radio key with keyless system
Relay attacks (signal forwarding)

CYBER SECURITY
MANAGEMENT
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Data Protection

SIM Card

Since March 31, 2018, all M1,
N1 vehicles in the EU have
been equipped with an e-call

Cell Phone

mobile apps

Bluetooth

Exploitation of vulnerabilities in
the infotainment system
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The on-board diagnostic connector
allows direct access to internal
vehicle networks

Car-2-Car-Communication
Importing bots

TPMS
Tire pressure monitoring system
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Development Engineer

Lead Engineer of Subdepartment 31.4
Automotive Engineering, Automotive IT
Department 3, LZPD NRW

Maik.Pohl@polizei.nrw.de
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