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Action Plan on Synergies - Context

The three headline objectives:

« enhancing complementarity between relevant EU programmes and instruments to increase
efficiency of investments and effectiveness of results (the ‘synergies’);

» promoting that EU funding for research and development, including on defence and space,
has economic and technological dividends for EU citizens (the ‘spin-offs’);

« facilitating the use of civil industry research achievements and civil-driven innovation in
European defence cooperation projects (the ‘spin-ins’).
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ACTION 1: Before the end of 2021, the Commission will present a proposa
strengthen the forward-looking and early identification of needs and solutions in
the field of internal security and law enforcement by fostering capability-driven
approaches across security sectors, building on best practices from the
defence and space sectors.

ACTION 2: Before the end of 2021 and with a view to the 2022 work-
programmes, the Commission will further enhance its internal process to |
promote synergies between space, defence and related civil industries by |
improving coordination of EU programmes and instruments and by launching
actions to facilitate access to finance.

ACTION 3: Starting in the second half of 2021, the Commission will announce
targeted actions for start-ups, SMEs and RTOs to raise awareness about EU
programmes and instruments that offer funding opportunities, provide technical
support and hands-on training, provide business-accelerating services, showcase
innovative solutions, and facilitate market entry to the defence, security, space or
other relevant civil markets.

ACTION 4: The Commission will develop technology roadmaps to boost
innovation on critical technologies for the defence, space and related civil sectors
\

and stimulate cross-border cooperation using all relevant EU instruments in a
synergetic way. These roadmaps will be based on an assessment produced every
two years by a new Observatory for Critical Technologies within the Commission.
The roadmaps may lead to the launch of new flagship projects.

| ACTION 5: Before the end of 2022, the Commission, in close cooperation with ’
other key stakeholders, will present a plan to promote the use of existing hybrid |
civil/defence standards and the development of new ones.

ACTION &: In the first half of 2022, the Commission will launch, in cooperation
with the European Innovation Council and other stakeholders, an ‘innovation
incubator’ to support new technologies and shape dual-use innovation. The
Commission will also support cross-border defence innovation networks that
will test the relevance of technologies from the civil sector and support
responsible innovation in defence value chains. These actions will also address the
current fragmentation of the civil-defence innovation landscape, shortages of
skills as well as equality and inclusion goals.

ACTION 7: From June 2021 onwards, the Commission will set up together with
Member States the Cybersecurity Competence Centre, allocating the mecessary
resources from relevant EU programmes and instruments. The Commission will
seek to strengthen synergies, spin-ins and spin-offs between the work of the
Centre, the EDF and the EU Space programme on cybersecurity and cyber
defence with a view to reduce vulnerabilities and create efficiencies.

ACTION @8: Starting in the first half of 2022, to support disruptive
technologies, the Commission will present innovative forms of funding to
promote participation of non-traditional players, attract start-ups and promote
cross-fertilisation of solutions, building upon opportunities offered by EU
programmes and instruments including the DEP and the EDF.

The Commission launches intensified dialogue and development work on three
flagship projects with the potential to become game changers. After adequate
analysis and consultation with stakeholders, the Commission will decide on
possible follow-up steps, including legislative proposals where appropriate.

ACTION 9: ‘EU drone technologies’.

ACTION 10: ‘EU space-based global secure communications system’.

ACTION 11: ‘Space Traffic Management’.
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Risks &
threats to
security

Improved
policyresponse £ 2s -0\ Ee s el |dentity gaps
due to improved APPROACHIN & needs
capabilities
Improved
ability to
respond
thanks to
R&l

Capabillity Driven Approach

Challenges:

COVID, extreme weather events, pressure at
external borders, crime, terrorist attacks,
hybrid attacks etc.

Use tools & actors

referred to in Commission staff working document
(2021) 422 final: CERIS, EU Innovation Hub for
Internal Security, EU agencies efc.

response in disaster resilience, fight against crime
& terrorism, critical infrastructure protection,
border management, cyber security.
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Challenges to implement CDA

Scattered small actions that are not enabling solutions equal to the size of the EU market
CDA takes a lot of time

Difficulty to identify right stakeholders

Planning structure for CDA does not exist

Fragmentation of needs - Fragmentation of stakeholders

Protection of “national industries”

Lack of standards
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Benefits of Capabllity-Driven Approach

CDA will increase industrial and innovation sovereignty of the EU.

e Clear definition of needs with stability and flexibility in the future procurement.
e CDA reduces market fragmentation and achieves better understanding of future threats.

* Investment in research which leads on future roadmaps (to avoid losing time and money).

» Alignment of the strategy and R&D planning processes of all stakeholders involved = Better synchronisation of

EU research programming with other EU programmes

* Facilitation of uptake of R&D results to acquisition and ensure the uptake of R&l

* Avoiding/minimising the risk of duplicating efforts and creation of economies of scale.
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Elements to foster CDA

Strategic
Components

Operational
Components

Backing
Components

Overarching vision

Policy mandate

Decision making structures

Collaboration framework

Needs and Options Planning and
Requirements assessment Programming

Management
and Feedback

*Foresight/Scenarios *SOA Analysis *Synergies *Funding «Capability
*Risks/Vulnerabilities *R&l and Tech *Synchronisation programmes Management
«Catalogue/Inventory foresight «Roadmaps *Acquisition *Lessons learnt
*Market analysis *Training
+Cost/Benefit

Taxonomies ; Processes ; Analysis tools ; Skills; Data

Figure 1- High-level components of a Capability Driven Approach
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EU Civil Security Market Taxonomy

European Commission

Security Area
Level 1

Fighting crime and
terrorism

Disaster risk
reduction

Resilience of critical
infrastructure

Border management

Security Area
Level 2

Irregular migration

Security Area Functional areas

Level 3

Irregular border crossing
lllegal stays

Secure travel
facilitation

e

Flows of transportation
means

\ ¢
Serious cross border health
threats

Identification &
Authorisation

Taxonomy of Security
Products & Services

Biometric systems

(e.g. fingerprint reader)

e-Document scanning

SHISN ‘AYLSNANI
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Main focus areas

s Proposal 1. The Commission should establish roles and responsibilities for the
management and implementation of Capability Driven Approaches in the area of
Internal Security and Law Enforcement.

¢ Proposal 2: The Commission should improve the alignment of capability needs and
solutions with the programming of security funds.

% Proposal 3: The Commission should create common vocabularies and decision-support
knowledge that is available to all civil security stakeholders, including industry and
technology stakeholders.

% Proposal 4: The Commission should expand the planning of capabilities to longer-term
horizons.
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More Information and resources

EU Innovation and Security Research

Community for European Research

and Innovation for Security (CERIS)

Annual Security Research Event

=
=
5
=
.
o

National Contact points for EU security
research

@EUHomeAffairs
#EUSecurityResearch #SecureSocieties

EUHomeAffairs

Enhancing security through R&l
CSWD(2021)422

Frontex on EU research

Eu-LISA on EU research

EU Innovation Hub for Internal Security

RED) BED BZD) 2D BB G2

Horizon Europe Cluster 3 “Civil Security
for Society” (2021-2022 Work Programme)

EU Funding & Tenders Portal
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https://home-affairs.ec.europa.eu/policies/internal-security/innovation-and-security-research_en
https://home-affairs.ec.europa.eu/networks/ceris-community-european-research-and-innovation-security_en
https://ec.europa.eu/home-affairs/what-we-do/policies/innovation-industry-security/annual-security-research-event_en
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/support/ncp
https://twitter.com/EUHomeAffairs
https://www.youtube.com/user/EUHomeAffairs
https://ec.europa.eu/home-affairs/system/files/2021-12/SWD-2021-422_en.PDF
https://frontex.europa.eu/future-of-border-control/research-and-innovation/research-and-innovation-at-frontex/
https://www.eulisa.europa.eu/Newsroom/News/Pages/eu-LISA-and-the-Commission-strengthen-collaboration-in-research-innovation.aspx
https://www.europol.europa.eu/operations-services-innovation/innovation-lab/eu-innovation-hub-for-internal-security
https://ec.europa.eu/info/research-and-innovation/funding/funding-opportunities/funding-programmes-and-open-calls/horizon-europe/cluster-3-civil-security-society_en
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/wp-call/2021-2022/wp-6-civil-security-for-society_horizon-2021-2022_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/home
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European Defence Fund:

The EU defence R&D programme

collaborative
and cross-
border

participation of
SMEs and other
actors

competitiveness
and innovation
capacity

disruptive
technologies

Build
partnerships

reducing
fragmentation

‘ — s
Research "‘. Acquisition

felp. 11 >
maximising 1T EU co-financing with Member States T

the outcome €5.3 billion
for 2021-2027

European Financial
b EU budget
€2.7billion Defence Fund toolbox

for 2021-2027 (Member States budget)

€8 billion
close : for 2021-2027
defence security e sE| H;?]%Ge’ > « EDF financial support
technological and defence strateqic
gaps initiatives autonogmy - Opento and
participation for
entities controlled by third-countries
#EUDefencelndustry

#StrongerTogether 2 B e DEFIS



EDF: an enabler in a larger eco-system .

 EDF annual Work programmes
iInformed by:

« Capability Development Plan
(CDP): consistency with commonly
agreed priorities

« Coordinated Annual Review on
Defence (CARD): opportunities
for collaborative R&D

 Permanent Structured
Cooperation (PESCO) projects

* Synergies and complementarity
with other EU programmes

« EDF multiannual perspective informed
by MS/NO co-financing & planning

#EUDefencelndustry
#StrongerTogether

MS/NO
co-financing
& planning

- = o = o= o= = = W

European
Commission

|DEFIS



EDF CATEGORIES OF ACTIONS

Addressed by annual work programmes

& calls for proposals

@ Medical response, CBRN & human factors

@ Information superiority

{% Digital transformation
@@\,’ Energy resilience & environmental transition
-

Materials and components

#EUDefencelndustry
#StrongerTogether

Horizontal

Air combat

Air and Missile defence

Ground combat

Force protection and mobility

Naval combat
Underwater warfare

Simulation and training

:? Disruptive technologies

O O O

categories "' Innovative defence technologies

A

& (SMEs)

2 -

1
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Capability Driven Approach in Space sector

Anna Samsel
DG DEFIS

Brussels | 2" March 2023



European
Commission

15t Panel Discussion
Capability Based Planning across security sectors

Dinesh Rempling Valentina Zuri Giuseppe Dello Stritto
Frontex Europol EDA

Isabelle Linde-Frech Wilhelmus van Heeswijk José Manuel Colodras
Fraunhofer DG TAXUD Spanish Police

Moderator: Oliver Seiffarth, DG HOME
Brussels | 2" March 2023




Capabillity-Driven
Approach Risks &

threats to
security

Challenges: COVID, extreme

weather events, pressure at
external borders, crime, etc.

|mpr|c_>ved " Forward- V/ | N
olic . - '
( response looking  WEESEIGEN

dueto | gpproach needs

improved

capabilities IN security

Support policy response in
disaster resilience, fight against
crime & terrorism,
border management, etc.

Use CERIS, EU Innovation Hub for
Internal Security, EU agencies etc.
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Project Officer Capability AsseSsment :

giuseppe. dellostrito@eda.europa.ey



http://www.eda.europa.eu/
mailto:giuseppe.dellostritto@eda.Europa.eu

WHO WE ARE & WHAT WE DO

N
Intergovernmental Agency 7‘ -
of the Council of the European Union —

DESIGNED TO BE

Main intergovemmental
prioritisation
Instrument

at EU level in support of
defence capability
development

\'/

. =med
cr Jperation forum

Jf technology and
capabillity development

Established in 2004
Based in Brussels

lilitary interface

2ween Member States
and EU wider policies


http://www.eda.europa.eu/

PRIORITISATION

EDA - main architect of the EU’s Defence Capability Priorities

J Capability Development gy Overarching Strategic
Plan (CDP) Research Agenda (OSRA)

Defines priorities on which Sets priorities for collaborative
Member States should focus their European Defence Research

collaborative capability

Aligns strategic research agendas with
development efforts

operational needs & requirements
At the 2018 CDP revision, steered by
EDA, 11 new priorities were set
Key Strategic Activities (KSA)

Identified out of the OSRA and CDP priorities via the KSA process

Based on the need to identify critical know-how (skills, technologies,
“ EUROPEAN manufacwring capabilliies) to be safeguarded and supported within EU
~

DEFENCE
AGENCY www.eda.europa.eu



http://www.eda.europa.eu/

CAPABILITY DEVELOPMENT PLAN

Strand A: EUMC EDA Strand B:

: 2018 EU Capability
Headline Goal Development Priorities Long Term

CS D P ShOI’tf&”S Cyber Responsive Operations Capablllty
Assessment

Space-Based ICS

Information Superiority

Strand D: o~ Strand C:

Lessons_, from Potential for
operations cooperation

- Common set of output oriented priorities
- Agreed at political level
- Key reference & Coherence for CARD, PESCO & EDF

Coherence of output with relevant NATO activities

EUROPEAN
DEFENCE
AGENCY www.eda.europa.eu
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CDP STRAND B — INNOVATION FROM R&T PUSH TO CAPABILITY PULL

~ R |
s _ ~ (1 EDARTI , - ~
- Cutting-edge «Impact on future ChP
military capabilities warfare [
* Technological - Technology «Future Capability « EU Cap Dev
innovation for Foresight Report requirements Priorities
defence +EDTs Action Plan
Strategic ) L Y, \. d Strand B

Compass ~

STADVA

« Table Top Exercises with pMS, EU and NATO experts to
address future capability requirements

e 2 Scenarios developed in timeframe 20+ years ahead

 Fictitious, politically neutral, unclassified

!

=3 ~, o Long-term Capability Assessment

EUROPEAN F
DEFENCE 5
AGENCY www.eda.europa.eu



http://www.eda.europa.eu/

B CAPABLLITY B COORDINATED ANNUAL

DEVELOPMVENT PLAN REVIEW ON DEFENCE (CARD)
(CDP) Defence review & identification of
Common priority setting cooperation opportunities

B PERMANENT STRUCTURED [ EUROPEAN DEFENCE RUND

COOPERATION (PESCO) (EDF)
‘ Common planning & EU co-funding for capabillity
project implementation development and research

Objective = collaborative projects for a coherent set of usable,
BERENCE deployable, interoperable and sustainable capabilities

AGENCY .eda.europa.eu

~



http://www.eda.europa.eu/
https://www.youtube.com/watch?v=Sy6pKb_sdW0

DEFENCE RESEARCH

EDA - Manager of European defence research

B EDA promotes, facilitates & manages collaborative
Research and Technology (R&T) activities in
15 technology domains (CapTechs)

Since 2004, roughly 200 R&T projects managed by EDA

HUB FOR EU DE

Common Picture

harmonize awareness on critical EDTs

Innovation challenges

Exchange best practices, create networks and

Organize and manage innovation challenges for
or instance, with the European

ENCE INNOVATION (HEDI)

EDA Innovation prize(s)

Upscale to several innovation prizes and/or
hackathons.

Proof-of-concept/demonstrators

Bring technology to higher TRL for the most
promising solutions


http://www.eda.europa.eu/

THANK YOU

FOR YOURATTENTION !

More information o WWW.eda.europa.el

Follow us on Twitter y @EUDefenceAgency
Follow us on Instagram o @European.Defence Agency

Follow us on YouTube D @edawneb
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http://www.eda.europa.eu/
https://www.youtube.com/user/edaweb

European Integrated Border Management and Integrated Planning




FRONT=X

rated Border Management in 360°

Strategic Objective 2
Safe, Secure and Well-Functioning External
Borders

React & Stabilise

Measures in Third Countries

Measures in Neigbouring Third
Countries

Measures at the External Borders

Measures within the Schengen
Area, Risk Analysis and Return

lawful transit of
persons and goods
across the safe,
secure and well-
functioning
external borders of
the EU

~... | EUROPEAN BORDER AND COAST GUARD AGENCY n



Operating and Transforming the European Border and Coast Guard

Article 9
itiannual Strategic
Policy Cycle for
tegrated Border
IManagement

Article 8 Managing Strategic Risks

Integrated Planni

ced Border y ans
Y.
G,))Q

Transformation 9(:

Capability lin

R
Resilie
R stness

Suluue|d
Aduasunuo)
3
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|euonesadQ
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pue sysiy |euolnlesadQ 3unnesin

Capability
Development Planning

FRONT=X .. | EUROPEAN BORDER AND COAST GUARD AGENCY



A Capability is More than Just Equipment

Your Contingency

/)i: » ' UU U“
L:& P,{ Im lllTUU
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Possibilities

Contingency Plans

Reality

Trade
Travel

() ..
=5 Political - 8 Migration
5 Economic oo Crime Strengths
I= Social . g Terrorism

g Technological = Cyber

&oEnvironmental £ Hybrid

S Legal . O public Health
Space

Weaknesses

Opportunities

7
‘@
=
(1)
=
<

Threats

Possible Impact at the Borders

Operational Plans

Capability Dvevelopment
Plans

2021 2022 2023 2024 2025 2026 2027
FRONT=X EUROPEAN BORDER AND COAST GUARD AGENCY



Sustained European Border and Coast Guard Capabilities

Balancing Needs, Costs and Benefits - Being Resilient in a Dynamic Environment

FRONT=X



Capability Development Plans
» Methodology and Procedure MB Decision 02/2021

Capability
Roadmap
N ational IBM Context p
National Level i PP

d Frontex <

National Authority
Level <

National Capability
Development Plans
)

ue|d uswdo|anaq
Aljigede) Adualdy



Covering Capabilities in 360°

Engage & Implement

Strategic Objective 1
Reduced Vulnerabilities of the
External Borders based on
Comprehensive Situational
Awareness
siapiog [buiaix3 buuoiouny
-I13M puD 34n23S ‘9fvs
2 9A123[qQ 218338418
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Capability Development Framework

Credible

Business continuity ’Lo
Needs-costs-benefits balanc o(\S
Risk mitigation C
Quality and sustainability

management
Fundamental rights

compliance .2023 - 2024
Competent
\ * Standing Corps at full capacity

g Easeline operational needs

* Modular, scalable and green

A

\ 4

L
2022 . » Effects-based planning
Commited . standing Corps at full operational * New capabilities for emerging needs
/ capability * Bridged Technology Readiness Gap
* Peak operational needs capability * Security of Supply and non-EU
* Consolidation of Integrated Planning * Competency boost dependencies management
» Standing Corps at initial operating * Process integration * Technological, innovation and industrial
capability * Systems engineering base

+ Core concepts » Strategic decisions

FRONT=X
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Developifig, Delivering and Managing Capab
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European Integrated Border Management and Integrated Planning




Customs Control Equipment
Instrument (CCEl)

HOME - CERIS SSRI Workshop “ Capability driven approaches
across security-sectors”.

Brussels, 02/03/2023




Internal use

CCEIl within the Multiannual Financial Framework

MFF 2021-2027 Headings 1 and 4

MIGRATION AND

SINGLE MARKET BORDER MANAGEMENT

OTHERS

Union Anti-
Single Market Programme Fraud

Asylum &
Migration
Fund

Fiscalis Customs
Programme J Programme

Integrated Border
Management Fund

Programme

(people) (goods)

Border Customs
i _COSME, 4 TAXUD VEREE Control
i Food, Health, % prerogative and Visa Equipment
i Competition... i lines (studies) ! quip

European
Commission




Internal use

Context and synergies

Commission
context

Risk Mgmt Cllj?,ti%ws

/Controls Performance

N4

Customs
programme

RTD:
Horizon

RRF /
Brexit /

Outside Commission: other REFORM
border authorities/ Frontex

European
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CCEIl Vision

1. Short-term: adequacy —

1st WP 2021-2022

Fill in gaps: critical needs, urgencies,
unmet controls requirements

Added value: Customs controls
performance

Definition of EU standards

Improve knowledge and information

2. Medium-long term:
equivalence —

2"d and 3@ WP

Implementation of EU equipment
standards

Take stock and use knowledge and
iInformation gathered

Co-sharing of equipment

Innovation

European
Commission




CCEI Work programme 2021-2022

Financial envelope Total budget 2021-2027

_ ~ EURL1 billion
271 514 000* Euros for first two years 2021-2022
80% for Border Crossing Points
20% for Customs laboratories

Co-financing: 80% Commission + 20 % Member States

Maximum 15% of budget per each category per Member State

The duration of the project presented in every work package
shall not exceed 36 months

48




Internal use

Detailed budget and cost reporting table — Equipment
Questionnaire

Responsive form that changes indicators
in accordance to whether the data is
referring to BCPs or customs
laboratories. All indicators gathered at
BCP and customs laboratory level.

c [re===| Gathers data | Gathers data| Gathers data Gathers data on
: pa===l on equipment| onalready | onsamples | different threats/risks
% needs, usage available analysed, faced, seizures, VAT
wamaa=s  of equipment | equipment, traffic and customs duties Provides
ot <o e  statistics, its status, its [ modalities, collected, detailed
associated | expected end traffic operational capacity definitions and
T costs, and of use, and movements, indicators, and methodologies
: more. more. and more. more. for the different
Mo | : . indicators.
>—\ 1. Consolidated budget | 2. Costs|equipment needs | 3. Stats available equipment | 4. Statistics traffic | 5. Performance indicators | 6. BCP equipment ref. 7. Laboratory equipment ref. | Definitions | CUP equive ..

European
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/ccei/temp-form/af/detailed-budget-table-equipment-questionnaire_ccei_en.xlsx

50

BCPs’ lead category

Air; 20,1%

Border Crossing Points

1360 equipment pieces to be

funded

Trace
Detection;
10,0%

Field analysis Radiation

and and Nuclear;

spectroscopy, 39,3%

l;

Non-intrusive
Inspection;
29,3%

Austria 5
Belgium 4
Bulgaria 18
Croatia 17
Cyprus 2
Czechia 8
Denmark

Estonia 1
Finland 17
France 9
Germany 8
Greece

Hungary 13
Ireland 9
Italy 20
Latvia 2
Lithuania 13

Luxembourg 3
Malta
Netherlands 9

Poland 11
Portugal 15
Romania 19
Slovakia 3
Slovenia 3
Spain 20
Sweden 2

European
Commission



Internal use

Policy priorities MAWP 2023 - 2024

51

Maintenance of
existing
equipment

Promotion of
interoperability

Strive for
Greening for
customs

4 N

Ensure
preparedness
for e-Commerce

Future-looking innovative solutions

-

o

Mitigation of
changing
realities amid
international
crises

~

/

N /

Safety and Security — harmonisation of customs controls

284.6 million EUR

European
Commission



CCEI Coordination Group with all EU MS

* Objectives

» Smooth, transparent and efficient programme
management process (particular focus on the
application and evaluation process);

» Guidance documents (17 thematic deliverables)
produced supporting the achievement of the CCEI
policy objectives and the implementation of the
programme.

ommission



Role of innovation - Horizon Europe
Cooperation with DG HOME/RTD

« TAXUD has a proactive approach towards Horizon Europe Research and
Innovation programme

* Ensure that future research and development activities are in line with TAXUD
strategy and policy, and the specific customs control needs and technological
requirements

« CCEI promotes the market uptake of HE project outcomes and provide the
opportunity to test new emerging technologies prior to procurement

53




Thank you!

CCEl Information & Contact Points:

><] TAXUD-CCEI-Al@ec.europa.eu (£) ccEl webpage

© European Union 2020

Unless otherwise noted the reuse of this presentation is authorised under the CC BY 4.0 license. For any use or reproduction of elements that are
not owned by the EU, permission may need to be sought directly from the respective right holders.
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https://creativecommons.org/licenses/by/4.0/
mailto:TAXUD-CCEI-A1@ec.europa.eu
https://ec.europa.eu/taxation_customs/eu-funding-customs-and-tax/customs-control-equipment-instrument_en
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2"d Panel Discussion
CDA Challenges and Opportunities

Marcel Van Berlo Sandra Mezzadri Gerogios Kolliarakis
TNO/EARTO Europol MEDEA
Tiina Ristmaee Teija Mankinnen
THW Finish Ministry of Interior

Moderator: Hans-Martin Pastuska

Brussels | 2" March 2023



EUROPEAN COMMISSION

DIEECTORATE-GENEFRAL FOR MIGRATION AND HONME AFFAIRS
Directorate F — Innovation & Audit

F.2 — Innovation & Security Research

Community of European Research and Innovation for Security (CERIS)

CERIS SSRI workshop: “Capability Driven Approaches Across
Security Sectors”

02 March 2023
Le Bouche a Oreille, Rue Felix Hap 11, 1040 Brussels

2"d panel discussion:

CDA - Building Blocks, Challenges and Opportunities



Just to reiterate after lunch:
Why capability-driven approaches?

How the customer  How the projectleader  How the engineer How the programmer How the sales
explained it understood it designed it wrote it executive described it
How the project was What operations How the customer How the helpdesk What the customer

documented installed was billed supported it really needed



2nd panel discussion (14h30 — 16h00)
CDA - Building Blocks, Challenges & Opportunities

* Panel Moderator:
* Hans-Martin Pastuszka (Fraunhofer INT & CERIS-SSRI)

* Panellists:
* Marcel van Berlo (TNO & CERIS-SSRI, Chair EARTO-SDWG)

* Georgios Kolliarakis (DGAP, Advisor for Research Strategy)
* Teija Mankkinen (FI-Mol, Ministerial Adviser)

* Tiina Ristmae (THW & CERIS-DRS)
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Main barriers for adoption of CDA in security domain

A complex mix of many different aspects is hindering the effective implementation and application of CDA in the security
domain:

a) These approaches are not well-integrated nor interconnected.

b) Regulatory frameworks, market conditions and an institutional culture, which is not promoting inter-agency dialogues and
exchange of best practices, pose significant hurdles to cross-domain capability management and to the establishment of a
common long-term vision.

c) Differing (technical) languages and a low level of trust among different organisations from the same or different security
sectors are very common. They are even intensified through the diversity of organisations involved on the demand side.

d) Governmental executive organisations have rather complex and multifaceted operations-driven organisational structures
and limited capabilities to effectively deal with forward-looking capability development and related appropriate longer-term
R&D initiatives. A dominant factor in this context is still the short-term oriented purchasing strategy of equipment/tools.

m innovation
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Building blocks of a CDA in security domain

1. A common vocabulary.
*  Understanding and definition of “capabilities” and the identified “gaps”
* A common security technology taxonomy, allowing for a bi-directional link between capabilities and technologies, should be defined.

2. Jointly formulating ambitions, identifying and defining the required common capabilities and gaps with respect to civil
security and across security sectors is needed.

*  Actors from governments, end-user organisations, research (RTOs, universities), industry and other solution providers should be involved.

3. Anticipation and preparation for the characteristic resistance to change by
adequately implementing change management.

*  Successfully implementing new solutions in an existing complex environment usually
leads to certain changes in this environment. In specific, the mentioned (side)-effects
require attention for dealing with resistance of people and organisational structures to
successfully adopt new technologies and capabilities.

*  Given the potential sensitiveness and impact of solutions, the CDA in Security should
anyway sufficiently consider the inclusion of end-user and societal acceptance of
solutions.
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Building blocks of a CDA in security domain

4.

Forward-looking mind-set and skills

*  Think big

*  Take a longer-term perspective (10-15 years)

*  Not exclusively focus on technological possibilities

*  Arealistic view on the financial possibilities of the organisations

Scenario-driven approach

*  Both realistic ones as well as well-designed wildcards that facilitate non-linear thinking really going beyond the ‘here and now’ status.

*  Near-, mid- and long-term scenarios. This time dimension is essential to make decisions regarding the development of roadmaps, when to
achieve readiness levels, and required investments.

Sand-box environments
- Concept Development and Experimentation

*  Sand-box environments illustrate the added value of capability development alongside technology development, mutually inspiring each
other.

m innovation
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Building blocks of a CDA in security domain

7. Procurement and development of technologies

* A good mechanism needs to be installed to communicate the needs and expressed intentions to procure and develop technologies to
possible solutions providers and/or include other approaches to overcome financial hurdles.

8. Increased cooperation activities

*  Fundamental in bringing effectively together end-users, public authorities, industry and research. Creating a community that is committed
and has the (financial) means to collaborate.

To summarise:

The essential prerequisite for any successful implementation of a CDA is a sustained political will to do it: it requires ownership,
sustained funds for participation of security stakeholders, and a visible uptake of its results into actions.
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Recommendations

A.

Implement a continuous process

*  This can only be done if the funding of the core elements of such activities is organized as a longer-term (at least 5 to 10 years)
commitment, and that a core team of people and organisations uphold this process.

*  Aclear ownership and governance structure of this process at the EC level should be established

Broaden the collaborative framework

*  Sustained establishment of a broader collaborative framework (initiatives that are being launched in different technological domains and
industrial sectors), with institutionalized working groups formed by the different actors

*  This collaborative framework could deploy its activities in different EU regions, aiming at interfacing with already existing CDAs on Member
States level, so that its actions and results can achieve a wider scope.

Have an open discussion on gaps

*  Joint discussions around potential shortfalls in the future are by far less sensitive than those on immediate, current gaps. It is thus
recommended to develop and initiate the process by firstly focussing on common gaps in the near future (10 years ahead).

Establish a more structured and harmonized approach for capability and innovation management between the various
national authorities

*  This would also help to enhance the involvement of public authorities in EC-funded research and innovation projects

m innovation
for life




Place text here

Thank you for your attention!

Marcel.vanberlo@tno.nl

https://www.earto.eu/earto-wg-security-defence-paper-on-capability-driven-
approaches-across-security-sectors/

CERIS SSRI workshop “Capability Driven Approaches
Across Security Sectors”, Brussels, 2 March 2023




Mediterranean & Black Sea #security Practitioners’ Network

Mediterranean (and Black Sea) Practitioners’ Network & Capacity
Building for Effective Response to Emerging Security Challenges

Capability Gaps & Requirements
Analysis along THOR Dimensions

Dr Georgios Kolliarakis
DGAP

MEDEA has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 787111




MEDEA in a nutshell

Mediterranean & Black Sea #security Practitioners' Network

20 Partners : 13 countries
Start/End Dates:01-06-2018 ... 31/05/2023 (60M)

Total budget: 3.5 M€ iy, 7 Tectmisces

MEDEA Project
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#m the European Union’s Horizon 202(




Methodological Approach |

1/ Community of Practice Model

2/ Threat Scenario-building (in two time horizons) incl. practitioners
(several scenarios per each of the 4 Thematic Communities of Practitioners

3/ Capability Gaps identification in the scenarios

4/ Each Capability Gap Finding (CGF) gets disaggregated/elaborated in
requirements along FOUR Dimensions: THOR

MEDEA has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 787111




» Each Capability Gap Finding (CGF) is characterized by
several TECHNOLOGICAL, HUMAN-related,
ORGANISATIONAL, and REGULATORY attributes

» The set of all attributes for a given CGF gives more specific
and targeted cues for requirements, be they in research,

investment..procurement, legislation.. organizational. change. .. ...
inter-institutional or cross-Member-State cooperation, etc.
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Mediterranean & Black Sea #security Practitioners' Network
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Mediterranean & Black Sea #security Practitioners' Network
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Findings & Insights ME

>

Multi-stakeholder engagement for knowledge generation is labour- intensive:
Diverging LOGICS, LANGUAGES, INTERESTS 'I' “

Practitioners: deliver hands-on & fine-grained insights on needs, what doesn’t
work; challenged with middle-term forward-looking i

R&D actors lack access to rich-context of application

Confusion & Conflation of FUNCTIONAL and OPERATIONAL gaps,
requirements

T(echnology) maturity (TRL 9) is a NECESSARY, however NOT SUFFICIENT condition: It is
the H, O, R factors which ENABLE innovation into becoming a SOLUTION (USABLE &
factually USED)

MEDEA has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 787111




The Way Ahead ME

» Change MINDSET & SPEAK: Capability is NOT (merely) a technological thing: It is
always also an ORGANISATIONAL, HUMAN, and REGULATORY achievement

»> Be CONTEXT-SENSITIVE: From FUNCTIONAL
GAPS to OPERATIONAL REQUIREMENTS,
RDI Days and from INNOVATIVE POTENTIAL to factual
MEDEA . CAPABILITIES is a long way

Proof of Concept
demonstrations

Op cHECHSER > Build up on existing work for pooling,
Academia and Industry B 5 A .

systematizing, comparison, validation,
harmonization of CDA methodologies [
IFAFRI?

Identify Capability Gaps

MEDEA has received funding from the European Union’s Horizongzo r eErﬁ and j ﬁiioNroijarﬂle undiTrAagreereitdlzgnll
CERIS SSRI'NoP Day, pri

e




MEDEA Public Repository

https://

MEDEA has receive(

o TCP1 TCP2 TCP3 TCP 4 WUI Wildfire Flash Flood Radicalisation
Drug Smuggling

Need For Common Processes, Procedures, And Laws Among
Practitioners To Suppress Online Radicalisation

No Comments

Capability Gap [3.CGF.7] Need for common processes, procedures, and laws among practitioners to suppress online radicalisation
Background The practitioners acknowledged that the identification of online user who posts terrorist/illegal content is difficult task. Yet, even

if the LEAs can quantify the risk associated with specific online users there is confusion on what measures should be ...

bement No 787111

Mediterranean & Black Sea # security Practitioners’ Network



http://www.medea-project.eu/capability-gaps/

Thank you for your attention! A =
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Technisches
Hilfswerk

CDA - Building Blocks, Challenges & Opportunities

~ IFAFRI & THW experiences
. Tiina Ristmae
~ 02.03.2023 Brussels

www.thw.de



Technisches
Hilfswerk

IFAFRI Participants

C:l Australia IFAFRI is a global collaboration of government leaders focused on enhancing and expanding the
development of affordable technology and innovative solutions to improve first responder safety,

| B B Belgium > .
2 efficiency, and effectiveness.

| B B Canada

[ | European Commission
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** TFAFRI Chair as of September
2021
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The Challenges and Solution

dimms

Challenge

There is no mechanism to
identify and discuss shared
first responder capability

gaps

/1N

Cﬁaller;ge
NS
The global first responder
market is fragmented, which
limits their buying power

IFAFRI addresses
these challenges by
influencing the global

market to develop
affordable, innovative

solutions for first
responders

a

Technisches
Hilfswerk

=

DEFINE a list of common
global capability gaps

8 »

H
[

-

=
<

\

CHARACTERIZE global
first responder markets

e

\

PROMOTE innovative and affordable
technology through the research
and development (R&D) community

INFORM and GUIDE
the R&D community

\

EDUCATE first responders
about available technology

>

IMPROVE the safety and
security of the world’s first
responders and citizens
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Technisches
Hilfswerk

IFAFRI Committees

Capability Gaps Committee

Chaired by: Sweden

Analyzes, organizes and prioritizes a list of Common Global Capability Gaps to help
characterize current and future technology requirements for first responders

Research and Development (R&D) Committee

== Chaired by: United Kingdom

Facilitates dissemination of information that is useful for industry and academia to initiate
development on relevant solutions to established capability gaps

Stakeholder Engagement Committee
Chaired by: United States

Identifies, cultivates and maintains relationships with responders, industry and academia that
would advance the goals of IFAFRI on behalf of the global first responder community

I
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Hilfswerk
IFAFRI 10 Capability Gaps

The ability to:
= know the location of the FR

= detect, monitor and analyse passive and active threats
= jdentify hazardous agents

= jncorporate information from multiple sources

= maintain interoperable communication with FR

= obtain critical information remotely

= conduct on-scene operations remotely

= monitor physiological signs of FR

= create actionable intelligence based on data and information
from multiple sources

= provide appropriate and advanced personal protective
equipment

www.thw.de 82



Hilfswerk
- How IFAFRI collects capability gaps

= Cross-disciplinary Situational Awareness

= FR involvement Communications & Information Sharing

® Scenario based Command, Control, & Coordination

* FR review: current Responder Health & Safety
capabilities & needed Logistics & Resource Management
capabilities

Casualty Management

= Operational parameters/

. Training & Exercise
requirements

Risk Assessment & Planning

= Validation& priorisation

—->IFAFRI Capability
Gaps Committee

Intelligence & Investigation

://www.internationalresponderforum.org/

www.thw.de 83


https://www.internationalresponderforum.org/

Hilfswerk
- THW - das Technisches Hilfswerk

= Governmental = Modular standardised deployment
operational agency system

= THW provides needs-
based technical
assistance at the
request of the bodies
responsible for
hazard prevention
(second responder)

5 - o
Vg P
v:..’"v e_'.
| T

Catering

= Volunteer basis (83 T =i
000) o S

Electricity Blasting Bridge constr. Water purific.

www.thw.de 84



Technisches

Hilfswerk

Deployment options — capabilities?

=l Deployment tasks
1 Deployment MR - I Units, specialist
MDeployment of the
spec technology

Devices, tools
Vehicles

“ 1.Rescue measures for SaR

Pumps, searchcams,
chainsaw etc.

I people and animals Cleaning
Locating, rescue 2.S i d :
3110 ’ ’ — .D€Ccuring an : Clearin
_ recovery s recovery Of materlal i g
e Illumination Boats, pontoons,

platforms equipment
truck etc

3.Salvage of dead Coordination etc
bodies and cadavers

3100: Hazards and requirements due to natural or man-made environmental incidents
3110: Extreme weather
3112: Heavy rain

www.thw.de 85



The Planning Principles
of Finnish Rescue
Services

Dr Teija Mankkinen, Ministerial Advisor
CERIS —workshop 2.3.2023, Bryssel




Reforming the Organization of
Finnish Rescue Services

* The legislation on establishing new administrational layer
(wellbeing service counties + Helsinki) responsible for
organizing rescue services and healthcare and social welfare
services.

* Previously 22 municipality owned Regional Rescue Services,
which all had their own systems and practices

— Aim of the reform was to develop nationally uniform
system and harmonized services.

* Funding received from the State Budget.
— New tools for strategic guidance and direction at the
national level (e.g. reports, annual negotiations).
— Guidance must be based on systematic research,
development and evaluation.
— Need for nationally unified database, data structure and
unified model for planning services.

Ministry of the Interior
Finland




Objectives

1. Focus on transparency
- how risks, threats and changes in operating environment are related to the

services

2. Focus on comparing, monitoring and assessing services and performance

both on national and wellbeing service county level
» Nationally defined data structure, which is connected to service and cost

structure

3. Focus on quality and uniformity
» Nationally defined performance requirements and capabilities

Ministry of the Interior
Finland



Capacity driven service pl
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riskanalysis

Well-being service countie’s
operating environment analysis
and decision of strategic goals
and desired impacts

Well-being service countie’s
operating environment analysis
and decision of strategic goals
and desired impacts

Well-being service countie’s
operating environment analysis
and decision of strategic goals
and desired impacts

Operating environment
analysis and objectives

Services regualted in service
strandard decision degree

Personnel and competence
development

Budget and administration

Guidance , councelling and
safety information

Monitoring

Emergency operations

International assistance

Planning of cilvil defence

Services and
rescue tasks

anning

Performance requirements
based on local operating
environment analysis

Performance requirements
based on local operating
environment analysis

Performance requirements
based on local operating
environment analysis

Performance requirements
based on local operating
environment analysis

Definitions of performance
requirements

process

Capability to develop
competences

Capability to maintain
psychological performance

Capability to handle notifications|
and requests. in time

Capability to produce materials,
which are understandable and
accessible

Capability to rescue in fires

Capability to rescue

in forest fires

Capability to train people to act
in special tasks related to civil
defence

Data base
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Capability to work in CBRNE
operations

e Capability to monitor the place of an accident in CBRNE

operation, assess the damages caused by the accident,
secure own activity, rescue people and animals in danger,
isolate the area, warn those in danger, prevent the spred of
dangerous substance, stop the leakage of the substance,
render the spilled substance safe, collect the substance and
contaminated soil and other material, prevent ignition and
minimize other damages related to accident (also
afterwards).
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Ministry of the Interior
Finland

Kirkkokatu 12, Helsinki
PO Box 26, FI-00023 Government
Finland
+358 295 480 171 (switchboard)
www.intermin.fi



Thank you!

Brussels | 2" March 2023
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