Global Alliance against Child Sexual Abuse Online

Cambodia

Policy target No. 1: Enhancing efforts to identify victims and ensuring that they receive the
necessary assistance, support and protection

Operational
Goal:

Increase the number of identified victims in the International Child
Sexual Exploitation images database (ICSE database) managed by
INTERPOL by at least 10% yearly

Actions ALREADY UNDERTAKEN

Description of
the actions

already
undertaken

-Cambodia has Policy and Minimum Standard on the Protection of the
Rights of and assistance of Victims of Trafficking and other crimes. As
resources to the identification of victims of this crime Cambodia also
has in place the specially-allocated Unit called: Information and
Technology Office, under Anti-Human Trafficking and Juvenile
Protection Department.

-Cambodia is part of and has participated in INTERPOL’s victim
identification efforts, including by contributing with images to the ICSE
database, especially has recently undergone training on Victim
Identification Lab organized by the INTERPOL in Bangkok, Thailand.

Actions that WILL BE UNDERTAKEN

Description of
the actions that
will be
undertaken and
timeframe

-Hopefully and not before long, Cambodia will have a comprehensive
legislation on Anti-Cyber Crime (being drafted).

-More training on the said topic have been scheduled and planned to
provide to law enforcement and judiciary officials.




Policy target No. 2: Enhancing efforts to investigate cases of child sexual abuse online and
to identify and prosecute offenders

Operational
Goal:

Establish the necessary framework for the criminalization of child sexual
abuse online and the effective prosecution of offenders, with the
objective of enhancing efforts to investigate and prosecute offenders

Operational
Goal:

Improve the joint efforts of law enforcement authorities across Global
Alliance countries to investigate and prosecute child sexual abuse
online

Actions ALREADY UNDERTAKEN

Description of
the actions

already
undertaken

-Cambodia has been participating in and been supporting existing
international law enforcement efforts as member of the Virtual Global
Task Force and other forum such HSU( Heads of Specialist Units
Meetings) among ASEAN Member Country, Bali Process aimed at
information exchange and sharing, and especially operational issues .

-Attended joint training of investigators on online investigation
organized by UNODC in collaboration with ICMEC and participated by
Cambodia, Laos PDR, Thailand and Vietnam.

-Cambodia, as a member of the Global Alliance Against Child Sexual
Abuse Online, has got ready to give our full support to international law
enforcement investigations among Global Alliance countries and other
countries outside in achieving the said goals aimed at dismantling
networks of child sex offenders online.

-Cambodia has in place, since 2002, the Department of Anti-Human
Trafficking and Juvenile Protection, under which a Specialist Office
called “Information and Technology Office was created” to combat child
sexual abuse online. But training need is badly required.

-To combat the growing problems of Trafficking in Persons, People
Smuggling, and all kinds of Sexual Exploitation, The Royal Government
of Cambodia is to establish a Committee call “National Committee for
Leading the Suppression of Human Trafficking, People Smuggling, Labor
Exploitation of Human Beings and Sexual Exploitation of Women and
Children, both online and offline. The Committee is headed by Deputy
Prime Minister and Minister of Ministry of Interior, and is composed of
relevant Governmental Ministers, Secretaries of State serving as
Deputies and Members, Including National Police and Military Police.
Under this committee there is Secretariat, under which 07 Working
Groups were also created with a mix-up of composition from relevant
Governmental Ministries and representatives from 1GOs and NGOs
serving as deputies of each of the 07 Working Groups.

Recently, Anti-Cyber Crime Unit (ACCU) has been established under
supervision of Criminal Investigation Department, the ACCU will
operate more focus on investigation cyber crime or cyber attack.

Actions that WILL BE UNDERTAKEN

Description of

-More importantly, Cambodia strongly hopes to receive specialized
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the actions that
will be
undertaken and
timeframe

trainings from member countries and other partners, such as INTERPOL
and EUROPOL.

-Joint training of prosecutors, from the four countries mentioned
above, on online investigation will be organized in Vietnam in July 2013
by UNODC in collaboration with ICMEC.




Policy target No. 3: Enhancing efforts to increase public awareness of the risks posed by
children's activities online, including grooming and self-production of images that results
in the production of new child pornography that may be distributed online

Operational
Goal:

Develop, improve, or support appropriate public awareness campaigns
or other measures which educate parents, children, and others
responsible for children regarding the risks that children's online
conduct poses and the steps they can take to minimize those risks

Operational
Goal:

Share best practices among Global Alliance countries for effective
strategies to inform the public about the risks posed by online, self-
exploitative conduct in order to reduce the production of new child
pornography

Actions ALREADY UNDERTAKEN

Description of
the actions

already
undertaken

-Awareness raising materials on dangers of going online and how to go
safe online have been subsequently produced and disseminated to
target group, especially young children, including parents on how to
admonish and monitor their children while going online at home.

Actions that WILL BE UNDERTAKEN

Description of
the actions that
will be
undertaken and
timeframe

-Awareness raising materials on dangers of going online and how to go
safe online already produced will be more widely and regularly
disseminated to younger school boys and girls among other formal
school activities.




Policy target No. 4: Reducing as much as possible the availability of child pornography
online and reducing as much as possible the re-victimization of children whose sexual

abuse is depicted

Operational Encourage participation by the private sector in identifying and

Goal: removing known child pornography material located in the relevant
State, including increasing as much as possible the volume of system
data examined for child pornography images.

Operational Increase the speed of notice and takedown procedures as much as

Goal: possible without jeopardizing criminal investigation

Actions ALREADY UNDERTAKEN

Description of
the actions

already
undertaken

-State-Private Sector Partnership in this field was already in place in
Cambodia.

-Host of meetings have been held to discuss about the issue between
government officials concerned and private sector, especially the ISPs
and telephone companies. The aims of the meeting are to exchange
information and experiences, and to raise awareness the dangers and
the criminal nature, its severity of the child sexual abuse online to
private sector doing businesses involving this area.

-A series of Hotlines and Child help lines have been installed, by both
Government and NGOs, and are operational across Cambodia to report
any incidents, so that necessary actions be taken in this regard.

-Private sector, whose businesses as ISPs, are constantly advised and
promptly required to closely monitor and immediately report any
suspicious activities involving child sexual abuse online to concerning
law enforcement authorities.

Actions that WILL BE UNDERTAKEN

Description of
the actions that
will be
undertaken and
timeframe

-To carry on all the afore-mentioned activities and other needs, should
identified deemed urgent and indispensable.
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